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Electrum is a lightweight Bitcoin wallet.
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™ Electrum - Install wizard

Please enter a seed phrase, a master key, a list of Bitcoin addresses, or a list of
private keys

133snamiUDoGLZZaSR1aYcX6BNWIDHX 1xH
o 15Y1k5eeZmxgGabiieGLjSBKhDFJfBakvM
.”ﬂ-‘t 1KrM1Z5dmYzjLvN6xtK3h3PyS2v3UUWbCr

)

Cancel || Next |
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Electrum 2.5 - default_wallet

File wallet Tools Help

History | Send | Receive = Addresses Contacts | Console

133snamiUDoGLZZaSR1aYCX6BNWIDHX 1xH, 12
Pay to 15Y1k5eeZmxgGabiieGLjSBKhDFJfBakvM, 3
1KrM1Z5dmYzjLyN6xtK3h3PyS2v3UUWDCT, 5 oo Ey

Description “ l

Amount 20 mB
Fee 0.03773 mBT

Send Clear

Balance: 9 812,82003 mBTC (2,280.49 USD) 1 BTC~232.40 USD @H S @
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0000000000000 Eleerum20000000D0CO00OO0OOOOODOOO0ODOOOOODOOOODO
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wget https://download.electrum.org/3.3.4/electrum-3.3.4-x86_64.AppImage
chmod +x electrum-3.3.4-x86_64.AppImage
./electrum-3.3.4-x86_64.AppImage

2. backports 0 0 O (e.g. Debian O O stable-backports 1 0 0 0000000000 OOOOOO)
3.0000000000000000D00000 (.. 0000000 DebianOODOOOOONO)

4. 000 PythonOOOODOOOOpip(C0000OCO0OOO0ODOOOOODOOOODODOOOODOOOOD
OO00O000OO0OO0O PythonOO PyQiSOOOOOO)000O0O0 pyqgtSO00OOOOCOODOOO
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python3 -m pip install --user pyqgth

(000000 pipD pyqt5 0 x86/x86_64 00000000 0arch0000 QYPyQt0 00000000 DO
000000O000000)

5.000000000000000 LinnxOOOODODOOOOOOOODOOO0ODOOODOOOOOOO

1123 000000000000 00000000000O0O0/00D0000O0O0O0O0O0o0n
udn
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ooo

1. JSON-RPC over SSL/TLS over TCP
2. JSON-RPC over TCP
0000000000 HTTPOOOOOODOODOODOOOOOOOO

goooooooSSL(oo TceooOoDOO)OOoOOOOOOOOOODOOOOOElecrum3.1 0000000
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OooooooooooOoooo cAODoooooooo SSLogoooooooooooooogooooo
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1.2 000-00000-
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electrum "bitcoin:1KLxqw4MASNkG6YPIN4S14akDFCPlvQrKu?amount=1.0&amp; r=https%3A%2F

—%2Fbitpay.com$2F1i%2FXxaGtEpRSqckRnhs jZwtrA"

000000000 00DO0O0000o0ogO Sendo0ooogoooOO

Electrum 2.5 - default_wallet

File Wallet Tools Help

History | Send | Receive = Addresses Contacts = Console
Pay to bitpay.com

Description woice 8pCMP9rAx43T7ezvepofoo For merchant BitGive Foundation

Amount 1000 MBTC 232.34
Fee 0.02985 mBT
send Clear
Invoices
Expires + | Requestor Description Amount Status
2015-09-19 09:41 bitpay.com Payment request for BitPay ... 1 eoea, @) En attente
Balance: 9 822,84965 mBTC (2,282.26 USD) 1 BTC~232.34 USD %S @

0000 (PayTo) D ODOOOO0OOOO0O0OOOOCOOOO bitpaycomOJOOOOOOOOOElecrumOO0O000O
oooooooooooobogoo

000 Send)D 0000000000000 O0ODOOOOODOOOOODOOOOO

1.3 Two Factor Authentication

1420000
Elecrnm 000 0000000000000000000000000000000000000000000C
0000000000000000000000002000000000000000000

00000000000 TrustedCoin 000000000 D0O0O0ODOOO0OODOO0OODOO0ODOOODOOOD
gbobooooooogoog

1.3. Two Factor Authentication 13
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141 0000000000

™ Electrum - Install Wizard

Electrum could not find an existing wallet.
What do you want to do?
@ Create new wallet

() Restore a wallet or import keys

Wallet type:

) standard wallet
@® wallet with two-factor authentication
) Multi-signature wallet

i

Hardware wallet

Cancel [ Next J

14 0 10 GUI and beginners
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™ Electrum - Install wizard

Two-factor authentication is a service provided by TrustedCoin. It uses a multi-
signature wallet, where you own 2 of 3 keys. The third key is stored on a remote
server that signs transactions on your behalf. To use this service, you will need a
smartphone with Google Authenticator.

A small Fee will be charged on each transaction that uses the remote server. You
may check and modify your billing preferences once the installation is complete.

Note that your coins are not locked in this service. You may withdraw your funds at
any time and at no cost, without the remote server, by using the ‘restore wallet’
option with your wallet seed.

The next step will generate the seed of your wallet. This seed will NOT be saved in
your computer, and it must be stored on paper. To be safe from malware, you may
want to do this on an offline computer, and move your wallet later to an online
computer.

Cancel [ oK J

1.42 Seed D OO0 O0OO

OO0 TrustedCoin 000000000 DO0OOCOO0O00OODOOOOOO0OOOODODO Seed000O0O0OoonOO
00000000000 Seedd 203 0000000000000 000000O00O0O00O0O0O0DOOO0OOO0O0ODO
O00000000ooooo0oO0gUd Seedd0000D00OO0OCOOO0O0O00O0OO0OODDOOODOOOOOODODOO
O000000000O0Seed0000000O0DOOODODOOODO "wallet with two factor authentication"d O O
OOElecrum 00000000000 Seed0 000000000000 OOOOOOOOOOOO
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™ Electrum - Install wizard

Electrum could not find an existing wallet.

What do you want to do?

Create new wallet

@® Restore awallet or import keys

Wallet type:

Standard wallet
@® wallet with two-factor authentication
Multi-signature wallet

Hardware wallet

Cancel || Next

O0000000000000000 TrustedCoin DO O0O0O0O0O0DOD0OO0O0OOODO TrustedCoinOOOODOODO
goobooooooooooboboboboooboobogooobobobobobobooooooDobOobOoD
0000oo00oo0o0D200000000000D0D00DOO00DOOO00O0OOODOODOO

1.5 0000000000

Oo0o0oO0oo0ooO0oOoo22000000000000000000000000022000000 200
oooboooooooobooooooooooboooboOo0ooooooooOoboOoobDoOoOoobooOoOooooboOooDn
cooboooooboooboooooooooooOooboOoO0oooOoOooooOoo0O0obOOoOoOobOOoOooooOooOoon
ooooooooood

J0000C0O0OO0OCOOODOOO0ODOOOODOOOOOOOODOOOODOOODOOOOOOOO0OO0
oobooooooboooobooobooooooOooooboooooOooooOoooDoOoOobooOoOoOooon

00 100000CODOOOCOOOCOODOIODODOOOODOODO 1IDODOODOODOOOOD
gooboobooboooogooooobobobobooboobooDobDobDobobobobobooboog
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151 2-0of-20 000000000000

000000 (cosigner) 00 0000000000000 O0O0OOOOOOO (File)D ->000 (New)ODOOODOO
O Multi-signature walletD D 0 0 0 000 00000O02of20000000O

Electrum - Install Wizard

Multi Signature Wallet

Please choose the number of signatures needed to unlock funds in your wallek:

Require |2 . of |2 _ | signatures

| Cancel @

coboooOoooooobooOooOooO0obOOoO0oOOoooobooooobobooboooboboobobooobooOooboooon
ooo
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™ Electrum - Install wizard

Here is your master public key

xpub661MyMwAgRbcEb9gmMEBFVGVITIOC52xT2qzPc5VjBaSKwTasbLR
dN3voUkYSBzq4S59vwbHCSIT55KgfkhYSigHpMPTS3X3rpLPYyTgHCmMo

<
¥

Please enter the master public key of cosigner 1

Cancel Mext
000000000000 000000000000000000000000000000000000000

coobOooooOooooboOoobooOoOooooooon

200000000000000DODOO00O0O0O0ODOODOO0O0OOOOODOOO0OO0OOOOO0O0OOODODOO0
coboobooooOoooooboooOoOoOoOoOoOoOboOoOobOoOoOoOoOOoOoOooDooo

1.5.2 OO

goooooooooooooooooooOooOoOoboOOoOOObOODOOObOOObO P2SHOOOOOOO
ooooooooobooobooooooooompobODODoOoObOO0O0ODOO0OObOOOODOObODOODbOOO

1.5.3 OO

22 00 000000000000 0OO200000000000000000000000D000D00O0DOO
god

00000000000 00000 100000000000000000000M00 Send)DO0OO0OODO
gboboooooog
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goboobobooobooboobbooboobbooboo

Transaction ID:

[of=:H

[Unknown e

Status: Partially signed (1/2)
Amount sent: 9,96482 mBTC
Transaction fee: 0,03518 mBTC
Inputs (1)

c6b26c7a...Tec97d51:0 33FDJs9FMgJASYcelPaeV2rwtknoyybBgN

Outputs (1)
1CbpQz38twWemeyinHsVE6EJ3RKVPTDIbDo1 9,96482

Copy i Save Send to cosigner | | Close |

goooooooo 2000000000000 OODGOODODLO
ooooooooooobooooo

- USBOOO0O0000000000000000O0

- QrRUIODODOODOODOOOODODOO

e CosignerPool D000 D000 0O0DDO0ODOOOOOOOODOOO

goooooboogn

000 save) 0000000000000 U0OUUULUUUUUUOUULOUULUUUOUO20000000000
O000000ooo0cwsh0OOO0O00O00O0O0ODOOOUO0000OO0ODOOOOO0OOOO0OmMOOO (Tools)->
000000000 (Load transasction)->0 0 0 0O O O (form file)O
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QROOOOOO

QRUIODUOOOUOOODOUDUOUOUOUOOOUOOUDUOOUOUOO200000000000000
00000oooooooooD QRUODOOOODONDODDmMOOO (Tools)->0O00000000O00O (Load
transaction)dJ ->0 QR O 0O O 0O O (From QR code)]

CosinerPool D OO OOOOO

000000000 ooooooooooooono"Cosigner Pool"0 00000000000 0D0ODOODO
(Tools)->0 0 0 00O (Plugin)[

OO00D0O0O0O00O0O0OO0OO0OD0sendtocosigner] 0000000000000 0000000O0O0OO0OOO0O0OO
gooooooobooboooboobobooobooobooboboboobooboobooboboboboooboo
goboobbooboobooobooboooboo

™ Message

Your transaction was sent to the cosigning pool.
Open your cosigner wallet to retrieve it.

0K |

oobooooooooboooooooooooOooboo0oOoooOoOooooOOoO0OobOOo0oOoboOoOooooOoboOoon
ooooo

™ Message

An encrypted transaction was retrieved from cosigning pool.
Do you want to open it now?

| No | Yes

cboooOoobOOooooboooboboobobooobooobooboboobooobOoobOoobOOooDbDOoOoDOoOD
ooo

Oooo0ooooooomOoOoooooooocooOo20000000000000000C0000000O0OAO
ooooooooodooboooobooooboooooooooooooobooooo
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1.6 000000000

OO00000000O0OMonacoinO0 0000000000 O0OCOCOOOO0O0O0ODOOOCOOOOOOOOODO
obooooobdboobooooooobooooooboooooboooobooboooooooogooooogn
ooooocoooboocooobooooOooOoOoOoobocOoOoboOoOoOooooOon

161 0000000000 OODOOO

O0000 (@OO0O0 (File)->00 (New) JOOOOODDOOOOODDODOOOOODOOOOODOOOOODOOOO

0000000000000 0000 (Wallet)->0 0 (Information) 0000000

. Wallet Information

| wallet name: wallet_1
Wallet type: standard
Script type: p2pkh

Master Public Key

%pub661MyMwAgRbcGPRKEIXDxHg2dNsKLAZCUPS4ThRHTBgMTmh
9fFEDZazaTi3gM1ZUESLU1bbDc93bGVGTYjt6xFq2ysPVVUyH6HhYGa
Lad4dy4

8
Close

ooooooooooobooooooooooooboooooooooooooooooooooooogon
ooboooooooooboocoobooooono

1.6.2 00000000000 OOOOO0O0OOO

0000000000 ElectrumO0000000O (File)D->000/00 (New/Restore)JO0 0000000000
OO00DO0O0O0O0mMstandardwalletD OO O OOOOOOO
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Electrum - Install Wizard

‘@’ Create demo

S What kind of wallet do you want to create?
@ standard wallet

) wallet with two-factor authentication
) Multi-signature wallet

) Import Bitcoin addresses or private keys

| Cancel Next

O Use public or private keysO0 0 0 O O

Electrum - Install Wizard

‘@’ Keystore
L) £l
S Do you want to create a new seed, or to restore a wallet using an
existing seed?

) Create a new seed
) 1already have a seed
@ |Use public or private keys

) Use a hardware device

| Back Next

oooooooooooboooooooon
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. Electrum - Install wizard

‘@’ Create keystore from a master key
Ly ¢

S

To create a watching-only wallet, please enter your master public key
(xpub/ypub/zpub). To create a spending wallet, please enter a master
private key (xprv/yprv/zprv).

Back Next

000 (Nex)OOOOOOOOOOOOOOODOOOOOOODOOOOOO0OOOO0DODOOO0O0O000O00O0OOD
oobooooooooobocooboboooboooo

™ Information

This wallet is watching-only. This means you will not be able to
é spend Bitcoins with it. Make sure you own the seed phrase or

the private keys, before you request Bitcoins to be sent to
this wallet.

0K |

oooooooboooobooobooooooooooo

163 00000000000 O000000

0000000000 000000000 Send)D0O0000ODOO0O0OOOOOOOOOODOOOOODO
OooO (Preview) D OOOOOOOOOOOOOOODOODOOODBODOO
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Transaction ID:

[Unknown B

[ofs:H

Status: Unsigned

Amount sent: 12, mBTC
Transaction fee: 0,02962 mBTC
Inputs (1)

4359811e...b2T77648:0 12nUZdGy rdQ3PSxopAebMcDqidTZGTZVZH

Outputs (2)

3NVEKhDigWcAkEc3ed4PqCv5RAET7vqekTGC 12,
19GKSZw2sx5WXhSyoFeiAgZAisKIpaG736 16,52267
Copy i Save Close

000 save)JO0O0O0DOOOCOOO0O0OOOOCOOOOOOCOOOOOCOOOOOOOOOOOOOOOOOOO
gooo0oO0O0oO0ooO0ooo0oooooooooooooooooooomuUSB000oooooog

164 00000000 0O0OOOO

0000000000000000000000 (Tools)D->0000000000 (Load transaction)0->0 0 0 O
000 (Fromfile)D 0000000000000 0O0O0OO00O0OOO0OO0OOOOOOOOOODOOO
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Transaction ID:

[Unknown B

[ofs:H

Status: Unsigned

Amount sent: 12, mBTC
Transaction fee: 0,02962 mBTC
Inputs (1)

4359811e...b2T77648:0 12nUZdGy rdQ3PSxopAebMcDqidTZGTZVZH

Outputs (2)

3NVEKhDigWcAkEc3ed4PqCv5RAET7vqekTGC 12,
19GKSZw2sx5WXhSyoFeiAgZAisKIpaG736 16,52267
Copy i Save Sign [ Close |

000 signD 00000000000 0000O0000DO00O00OO000ODOO00 IDO0OOODOOOOOD
ooooboooo
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Transaction ID:

83ed7b3f2f808810711a37e64f2fe722b2355071d63eBa2dBecde%eccBed7329 i

Status: Signed

Amount sent: 12, mBTC
Transaction fee: 0,02962 mBTC
Inputs (1)

4359811e...b2T77648:0 12nUZdGy rdQ3PSxopAebMcDqidTZGTZVZH

Outputs (2)

3NVEKhDigWcAkEc3ed4PqCv5RAET7vqekTGC 12,
19GKSZw2sx5WXhSyoFeiAgZAisKIpaG736 16,52267

Copy i Save Broadcast | | Close |

ooo (save)bOO0OO0OOOOOOOOOOOOCOOOCOOCOOOOOOOOOOOOOOOOOOOOOOOOO

165 0000000000000 0O0000O0O

000000000 0000000000 (Teols)O->0000000000 (Load transaction)d->0 00000
O Fromfile)J00000000000000000O0O0O0O0O0OOOOOOOOOOOOOOOOOOOOO
(broadcast)D 0000000000000 OO Monacoin 0000000000000 O0ODOOOOODOO

1.7 Hardware wallets on Linux

The following aims to be a concise guide of what you need to get your hardware wallet working with Electrum.

If you use the AppImage, that already has all the dependencies and Python libraries bundled with it, so skip the first

two steps.
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1.7.1 1. Dependencies

Currently all hardware wallets depend on hidapi, to be able to build that, you need:

ubuntu:

sudo apt-get install libusb-1.0-0-dev libudev-dev

fedora:

sudo dnf install libusb-devel systemd-devel

(Package names may be different for other distributions.)

1.7.2 2. Python libraries

Then depending on the device you have, you need a python package (typically a library by the manufacturer):

Trezor

python3 -m pip install trezor[hidapi]

For more details, refer to python-trezor.

Ledger

python3 -m pip install btchip-python

For more details, refer to btchip-python.

KeepKey

python3 -m pip install keepkey

For more details, refer to python-keepkey.

Digital Bitbox

The Digital Bitbox only needs hidapi.
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python3 -m pip install hidapi

Archos Safe-T

python3 —-m pip install safet

For more details, refer to python-safet.

Coldcard

python3 -m pip install ckcc-protocol

For more details, refer to ckcc-protocol.

1.7.3 3. udev rules

You will need to configure udev rules:

Trezor
See TREZOR User Manual: Configuration of udev rules

backup link

Ledger
See Ledger Support Center: What to do if my Ledger Nano S is not recognized on Windows and/ or Linux?

backup link

KeepKey
See KeepKey Support Desk: KeepKey wallet is not being recognized by Linux

backup link

Digital Bitbox

See Bitbox | Linux
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Archos Safe-T

See this file in their GitHub repository.

Coldcard
See this file in their GitHub repository.

(It should go into /etc/udev/rules.d/51-coinkite.rules or /usr/lib/udev/rules.d/

51-coinkite.rules)

1.7.4 4. Apply configuration

To apply the changes, reload udev rules (or reboot):

sudo udevadm control --reload-rules && sudo udevadm trigger

1.7.5 5. Done

That' s it! Electrum should now detect your device.

1.8 Using the most current Electrum on Tails

Tails currently ships with an outdated version of Electrum that can no longer be used on the public Electrum server
network as of March 2019. Unfortunately installed software on Tails cannot be permanently upgraded since it is a fixed

(read-only) image - you have to wait for Tails to upgrade.

However, you can use a recent version of Electrum with Tails by using the Applmage binary we distribute (a self-

contained executable that works on x86_64 Linux including Tails).

These steps have been tested on Tails 3.12.1 and 3.13.

1.8.1 Steps to use Appimage

1. Write down your wallet seed words and store them securely off the computer.

2. Enable and configure persistent storage. In Tails enter the Applications/Tails menu and select "Configure per-
sistent volume". Ensure "Personal data" and "Bitcoin client" sliders are enabled. Reboot if necessary and make

sure the persistent volume is unlocked.

3. Ensure your Tails is connected to a WiFi network and the onion icon at the top confirms Tor network is ready.
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4. Using Tor browser download the Linux Appimage file under "Sources and Binaries" near the top of the download
page on electrum.org and save it to the default "Tor browser" folder. Tails/Tor are not as fast as your regular
computer OS/WiFi and the download may take much longer than normally expected, especially if you have a

slow computer or USB drive. Tor download speed depends entirely on the Tor network connections.

5. Open Home/Tor browser folder and drag appimage to the Persistent folder (lower left side of the window). Tails

is very sensitive to user writeable file locations and Electrum may not work in another location.

6. Open Home/Persistent folder (where the appimage will now live), right click on the appimage, select permis-
sions tab and click "Allow executing file as program" then close the dialog. More detailed instructions with

screenshots are available here.
7. Optional: Check the PGP signature of the AppIlmage by following these instructions before using the AppImage.

You can now simply click on the appimage icon in your persistent folder to run the newest Electrum. Your wallet can
be recreated by entering the seed words when prompted. This image and any data (wallets) it creates will remain on

your Tails USB drive as long as you’ve saved it to persistent storage.

Caution: Do not use the old Electrum availble in the Tails menus. Your new Applmage should use the previous
persistent Electrum data without difficulty. If there is any question about wallets being corrupted erase the files in

~/.electrum/wallets and reinitialize them from seed words.
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Advanced users

21 0000000

Eleectrum 00 0000000000000 O00O0O00O0OOO00OOOOO0DOOOOODOOOOO

211 00000000000

Eleectrum 00 0000000000000 0O000O00OO0O0O0OO

31

electrum help

gogbodboboobooboobobooboobbooboon

electrum help <command>

212 0000000

goooo0o0o0oO0o0oooooooooooooooooooooog! ?-
- J00000000O0O0O0O"DObOOOOOOObOO0OOO0OO0O0O00O0OoOoOo0o0ooo

od

electrum payto 1JuiT4dM65d8vBt8qUYamnDmAMJI4M]jxXRE !

ooboooooooooboooboooobooooooooooooobo0oonooOon

0000000 0OO"DDODUOU0DO0OU0DDO0OU00ODOODOODDOO0ODODDOUODOOODOO

od
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electrum signmessage 1JuiT4dM65d8vBt8qUYamnDmAMJI4M]jxRE ?

0JO00O""0DOUO0DOCOO0U0DOOOUO0ODOO0ODOOOUDOOODODODODOUODOOUODOOOO

electrum importprivkey :

ooooooooooooooooooooooo200000000000000O0

- J0O00""00D0000DDO0O00DODOO0O00DODOOO00ODOO00ODOO0O0ODOO

cat LICENCE | electrum signmessage 1JuiT4dM65d8vBt8qUYamnDmAMJI4M]jxRE -

213 00000

0000000000000 O0Monacoin00000000 DNSOOOOOOOODOOOOOOO

electrum payto ecdsa.net !

21.4 jq000000000000

0000000000 000000 json0000000000OO00O0O000O0OOjqDOOOO0O0O0OOOOOD
oooboooooooobooooooooooooDboooooOooDo

sudo apt-get install jqgq

000D00Od jpO0OO0O0ODOOODOOOO

215 0O

goboooobgoooo

goboobboobooboooboobooboboo

sig=$(cat LICENCE| electrum signmessage 1JuiT4dM65d8vBt8gqUYamnDmAMJI4M]jxRE -)

oooo

cat LICENCE | electrum verifymessage 1JuiT4dM65d8vBt8qUYamnDmAMJI4AMIIxRE Ssig -
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gobooboobogon

listunspent’ 00 000000000 0CO0OO00OCOO0OO0O0OO0O0OODOOOODOOODOOOOUOOOOO value’
0000000oo0d0DooOoU0oooOd jpOO00D0ODOO0ODOOODOOOO

electrum listunspent | Jjg 'map(.value)'

gobodobobooboobbooobooboo

CoOooooooooooOovalwe OOOOOOOOCODOO

electrum history | jg '.[] | select(.value>0)'

goboobobooboobbooboooboon

ooooOooooOooooboOoobooOoOoOoOooOoOoDOOoOO0oOOoO0OobOOoOoOobOOoOoOooon

after=$(date -d '07/01/2015" +"%s")

electrum history | jg ——-arg after Safter '.[] | select (.timestamp> ($after|tonumber)) "'

oooooooooooboooboooooooooooooooooonon

before=$(date -d '08/01/2015" +"%s")

after=$(date -d '07/01/2015" +"%s")

electrum history | Jjg —--arg before Shefore —--arg after Safter '.[] | select(.timestamps

—gt; (Safter|tonumber) and .timestampé&lt; ($Sbefore|tonumber)) '

ooooooooooooo

goboobobooboobooobobooboo

pk=$ (electrum getpubkeys 1JuiT4dM65d8vBt8qUYamnDmAMJIAMIIxRE| jg —-r '.[0]")
gooo

cat | electrum encrypt Spk -

gooo

electrum decrypt Spk ?
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gobooboboobooboooboobooobooboobobuooboobboobboobobo

goboobbooboobobooboo

0000000000000 MonacoinO0OODOOOOODOOOOODODOOOODODOOO

electrum listaddresses —--funded | electrum getprivatekeys -

ooo000000ooooooO0O0O00000oOoO0OOO0O00000000O0O0O0O0O000000 jqOO
oooooooooooboooo

electrum listaddresses —--funded | electrum getprivatekeys - | jg 'map(.[0])"

Oo00O0000O000bOO0O00bOo0O sweepOOO0OOOOoOOOOOODO

electrum listaddresses —--funded | electrum getprivatekeys - | jg 'map(.[0])"

I

—electrum sweep - [destination address]

22 000000000000 OODODOODOOOOOO

0000000000000000000000000 ElecrumO000000000000O0O0O0O0O0DOOOO
oooooono

221 00000O0O0Ooooooooooo

goboobbooboobobooboobbooboobbooboobbooboo

electrum payto 1Cpf9zb5SRm5Z5gmmGezn6ERXFWvwuzZ6UCx 0.1 --unsigned > unsigned.txn

O0000000000000 ’wesigned.txn’ 0000000000000 0O000O0OO00OOOOO0OOODO
OO0O0D0O0O0-unsigned 00000000000

ooboooooooooboocooboocOooono

cat unsigned.txn | electrum deserialize -

222 00000Ooooooooo

Electrum 0000000000000 O0ODOOOO0ODOOO0ODOOOO0ODOOOODOOOOODOOOOOOOOD
OO00O0O0D0OO000O0O (Keyderivation) O OO OOOOOO
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goboobobooboobooobobooboobobooboobbooboobbooboboobo

cat unsigned.txn | electrum signtransaction - > signed.txn

OooooOoOOoOoOoOoO0oOO0OO0000oOo0ooooooOooOoooOooOoO0O0O0rsignedtxn’ 0O0O0O0O0OOO

223 000000O0OooooooOoooooOO

’broadcast’ OO0 OO0 Monacom O OO OOOOO0OO0O0O0O0O00O0O0OOOOOO

cat signed.txn | electrum broadcast -

goooooooooooooooooo Iboooooo

23 Electrum OO O Web DO OOODOO MonacoinD OO OO
O000oo0ooooOoo SSLO000o00oo0oooo0oo WebOOoOoOnO BIP-7000 000 Monacoin

O000000000000000Elecrum2.6. 00000000000000000C00DO 3.1.20000000
ooo

231 00

e static HTML O OO OO WebO OO

« SSLODOCOCA(DDOO)DOOODO OOO Letsencryptd

00000 3.1000 Electrum

¢ Electrum-Merchant

232 0000U0oO0OoOooOoOoooooooO

goboobboobooboooboobooobooboobobuoobboobboobooobbooboon
goboboooooooooboobobobooooobooobooooboboboboboooboooooobOoboD
goboobboobooboooboobooobooboobbooboboobobooboobbooboon
gogboooboboobdoobobooobdooboooboobooboboobbobLDboobbooboboobboOoo
obobooooon

electrum create

00000000000000000 xpub)OOOOOODOOOO
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electrum getmpk -w .electrum/wallets/your-wallet

OO0000O EleerumO000000OCO00O0OQCO0ODOOOODOOOODOO

0000000000000 0000000000000 xpub)OOOOOODO

electrum restore XPUD. ...ttt ittt e e e e e e

0000000000000 00000000000D0 ElectrumO00000000O0OOOO

electrum daemon start

electrum daemon load_wallet

233 000 SSLOOOOoOoOoOoO

cooboooooboooboooooooooooOooboOoO0oooOoOooooOoo0O0obOOoOoOobOOoOooooOooOoon
OO0 TLS/SSLOO0O0000000000000O0O0O0O0O00O0O0

cooboooooooboooboooOooooa

setconfig 0 0000000000000 0O0O0OO0ODOOOOOOOO

electrum setconfig ssl_privkey /path/to/ssl.key

goboobboobooboooboobooobooboobobuoobboobboobooobbooboon
gbobooooogoobooboboboooooooobobobobooooo

setconfig 00000 ssl_chain 00000000 OODOOOOO

electrum setconfig ssl_chain /path/to/ssl.chain
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234 000000 OOoOoOoOoOoOoOOOO

OOOOCOOOOO0OO0OO0O0 WebOOOOOOOoOoOoOoOoOoOoOOOOM Apache O Nginx 00O

electrum setconfig requests_dir /srv/www/payment/

0000000 Electrum O ’file/ 000000000 URLOOOOOOOO0OOOO URLOOOOOOOO
OCurlrewrite 00000000000 OOODODOO

electrum setconfig url_rewrite "[ 'file:///srv/www/', 'https://example.com/' ]"

WebOOOOOOOODOODOODOODOOOOOOOOODOODODODODODODO O configuration for Nginx:

location /payment/ {
default_type "application/bitcoin-paymentrequest";

alias /srv/www/payment/;

Or for Apache 2:

<Directory /srv/www/payment/requests/>
ForceType application/bitcoin-paymentrequest
</Directory>

0000 WwWebOOOODODODODODODODODODODOOOODOODOODOO MIMEODODOOOQOODOOODO
gbobobooooooboooboobon

2.3.5 Electrum-Merchant O 000 QOQoQoQgQg

Electrum-Merchant 0000000000 O000CO00O0OOCO0 O00OO0O0O0OO0OO0O00O0OO0O0O0DOOOODOOO
ooooodooooooboooooooooooobooooooooooOooonn

pip3 install electrum-merchant

python3 -m electrum-merchant

Electrum-Merchant 0 0 0000000000000 OCO00OOOO0ODOOO0OODOO0ODOOOOO

236 0000000000 ODODOOODOOO

electrum addrequest 3.14 —m "this is a test"”

{
"URI": "bitcoin:1MP49h5fbfLXiFpomsXeqJHGHUfNf3mCo4?amount=3.14&r=https://example.
—com/payment/7¢c2888541a",

@ooooooo)
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(ooooooooon)

"address": "1MP49h5fbflLXiFpomsXeqJHGHUENEf3mCo4",

"amount": 314000000,

"amount (BTC)": "3.14",

"exp": 3600,

"id": "7c2888541a",

"index_url": "https://example.com/payment/index.html?id=7c2888541a",
"memo": "this is a test",

"request_url": "https://example.com/payment/7c2888541a",

"status": "Pending",

"time": 1450175741

OO0O0O0OC0O0OO0OO0OO0 URLOOOO jsonO0O0OO0O0DODOOODODOO
erequest url 0O OO0 BIP70000OOO URL
eindex wrl D0 OOOOOOODODO WebOOOO URL
request_url O index_url O url_rewrite 0 00 0 0000000000000 O0O0O0OOOOOOOOO

listrequests’ 00 0000000000 QCO00ODOOO0OOOOO0ODOOOUODOOOOOOO

237 000000 O0OoOoooooooOoooooon

index_url 0 WebOODOOOOOOOOOOOO

38 0 20 Advanced users




Electrum Documentation, 1 00O 3.3

Payment request - Mozilla Firefox

@ Payment request

a electrum.org & »

this is a test

3.14BTC

Powered by Electrum

bitcoin:1MP49h5fbFLXiFpomsXeqJH...tps://electrum.org/r/3367911061

OO000OO0OO0C0OoO0OOO0O0OOOOOOOOOOOODOODODO Monaocin: URIDOOOOQROOOODDODODO
goboobbooboobbooboobobooboobbooboobbooboobboo
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ey

Electrum 2.5 - default_wallet

File wallet Tools Help

History | Send | Receive = Addresses Contacts | Console

Pay to electrum.org

Description this is a test

Amount 3140 729.56
Fee 0.02986
Send Clear
Invoices
Expires 4 | Requestor Description Amount Status
2015-09-19 12:31 electrum.org this is a test 3 1406, @ En attente
=

Balance: 9 812,82003 mBTC (2,279.96 USD) 1 BTC~232.34 USD (& g | e

gogooooooobbobbooooooooooobobobbooooooooboobbbbbbboboooooooo
OO00O000O0O0 wWebOOOooooooooooooooo

238 WebOOOUOOQOOoooooooO

SimpleWebSocketServer D 0 000000000000

git clone https://github.com/dpallot/simple-websocket-server

0040 ‘“websocket_server O Aﬁ“websocket_port“l] oooooooo

electrum setconfig websocket_server example.com

electrum setconfig websocket_port 9999

goboobbooboo

electrum daemon stop

electrum daemon start
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gobooboobbooboobboobooboboobuoobboooboon

cooooooooooboooOooooOoOoOoboOoOobOOoOoOoOOoOoOoOoOOoO0ObOOObObOOOOoOoOoboOonoDn
O000000Dooo IPO0ODOOOO0O 443000000000000 WebOOODOOODOOOOODODO
000000000000 0000000000 WebsocketJOOOOOOO0OO0OO0O0OO EleecrvomOOO0O0O0O
goooooooooooooooooooo 2000000 OoOoOooooooooooo

¢ websocket_server_announce
* websocket_port_announce

coooooboboobooooooOooboOobocobooooOooooOoOobOOobOoOoboOoOOobOOobOOoOooooOoon
OChigherport 000000000000 ODODOODOODOODOOOOODOOOOOOOODODODODODODOO
OOO0OO0OO0O0O0O000000 44300000 WebOOOOOOooooooooooooooooooooao

23.9 JSONRPCO OO OOOODO
Electrum 0 0000000000 JSONRPCOOOOOO0OO0OOO0OO000OPHPOOOO DD Elecrum 00 0
000000000000000

coooooboboobooooooO0oboOobcOoboOoOO0bOOoOoOoOoOoOoOOobOOoOOObOObOOoOoboOooOoOn
OC’rpeport’ OO DO ODOOODODODODOOODOOODOOOOODOODODOOO

electrum setconfig rpcport 7777

000 Elecrum 3.0.5000JSON-RPCOOO0OCOO0OCO HTTPBasicOOODOOOOOOOOODOO

000000000000 00000000000000000Electrum00000000000O0OCOOOOO
ooboboooooboooooboooooooooooooboOooooOooooOobooOobboOoobooOoooooOooon
ooooooooomooooooooooooon

electrum getconfig rpcuser

electrum getconfig rpcpassword

HTTPBasicOOOOOOOOOO0OOOOOOCOOOOO0O0OODOOOODOOOOOODOODOOOOOO0O0O
OO0O0OO0O0OO0D0OO0OO00OOO0OO localhost 100000000 OOOOOOOOO LANODDODODODODOODDODOD
goboobboobooboooboobooobooboobbooboboobobooboobbooboon
gboboooooobobobobooooooobooboboboobooo

0000000000000 0000O0Odcurl D00 PHPOOODOOODOOOOODODOOODO

curl --data-binary '{"id":"curltext","method":"getbalance", "params":[]}"' http://
—username:password@127.0.0.1:7777

oobooooooocoobocoooog
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curl --data-binary '{"id":"curltext", "method":"listaddresses", "params":{"funded":true}}
— "' http://username:password@127.0.0.1:7777

goboobbooboooo

curl --data-binary '{"id":"curltext","method":"addrequest", "params":{"amount":"3.14",
—"memo":"test"}}' http://username:password@127.0.0.1:7777

24 000000000 O0COO0O ElectrumO 00000000000

241 000

OOO0O0O0 Elecrum2900000000000

242 D00O0O0OoooooO

coobooooooooboooooooOoooOoboOoOobOOo0oOoOboOoOooOoOOoOoOobOOoOoobOOoOooooOoboOooon
0000000000000 00oooooooo000o0onO MonacoinDOODOOOOOOOOOOODOO
coooOoooobooobOoooOooOoOoOoOoOboOoOobOoOoOooboooOoo

Monacoin 000000000000 0DO0DOODOOO0O0OO0ODO0ODOOODOOOODOOOOOoDOOn
opooo

243 00000000000 ODOOOOOOOO

coooOooooooobOooOobOoooOoOooOooOoOobOOoO0OoboboOoobooOoOoOoOoDOOoOoOooDooa

0000000 MonacoinO OO O0O0O0OO0O0OO0O0OO0ODOO0DODOOOO0OOOO0OOOOOOOODOOOOOOOD
cooooobooboboooooooooboobOobooOooOooOoOobOobOOoOOOOOobOObOObObOOoOoOoOoODn
oooboooooooobooooooooooobo0ooboOo0oooooooobObo0ooDbbOoooobooOoooooOobOooD
oobooooooocooboocooooa

244 0000000
Eleeerom(C 0000 2900)00000000000000000DOO0C0OOO000O0OO0OOOOOOOO
ooobooooboooobooooboooooooooon

e Electrum 0 Monacom OO OO0OOOOOOOOOOOOOOOOO0OOOOOOUODODUODODOOOOOO
ggbooooboboobooobobooboobobooboobbooboobboobboobbooboOon
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oo000oooopooOooooooo0ooooooooOoooooooOoooooooooooooMeyv
o00o0oooooSspVOOO0O0OOO0OO0O0ODOOO0O0OOO0OO0O0ODOO0OO0O0OOO0OO0O0O0O0O0O00OO

e JbogoobOo0obboobbOo0bOoOobbOo0obOoOobDbOo0ObOoOobLDbOoO0ObOODDbOODbLOOO
oo0bOOo0o0oO0obOO0o0O0OO0DbOo0oO0bOOo0OOO0DOOODOORBFODOOOODOOCOODOOOODO
gbobobobooobooooooboooood

cooboooooboooobooooooooooOoOobOoOobooboOooobooOoOoOoOoOoOoObOoOoDon

245 00

1. 00

a. 0000 add0 0 addo00d OO0

b. 0000 agd0 00 ada 0O O ada Propose Replace-By-Fee add "Always"
2.0000/00000000000

a. 0000 add000 Adadd 000000

AiAi 0000000000000 0O00O0O0DODO0O0OO0ODODO0O00O0ONOONOnd
oooboooooooobobooooooooobooooboooooooboOoOoooboooooobOooD
oooo
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Overview | Proxy Server

Status: Connected to 4 nodes. | 7|
Server: h.hsmiths.com | 7|
Blockchain: 1155094 blocks | 7 |

Chain split detected at block 1154863
Your server is on branch eda7d4a67d (232 blocks)

[] select server automatically |2 |
Node Height
¥ 35a318489d0@1155087 1155096
testnet.hsmiths.com 1155096

¥ eda7d4a67d@1154863 1155094
testnetnode.arihanc.com— 1155094

Use as server

electrum.akinbo.org h 1155094
h.hsmiths.com * 1155094

_ Close
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& Secure | https:)//www.blocktrail.com/tBTC

Wallet Explorer Developer

1154269

a Search Testnet

@ Secure | https://www.blocktrail.com/tBTC block/000000000002F3fA369e7 264bcBCIBCATIZ By o

® Wallet Explorer Developer Sign Up Login

ﬂ TESTNET BLOCK 1154269  MAINCHAIN
v 0000000000021f3f0360e7264bcBcO98cO71312608c230596c3e0calf74aa884eeD

€ 1154268 1154270 >

j.0ooooo0000000C0D0O0

A1a. 000000000000 O00 Adb. 000000000 OOOOOOO0OOOOO"" 0000
Adc. "Replaceable'0 0000 Aid. 00 add 00 add 00

4. 100000000000000O000O0ODOOO0OOOO0

Aia. 0000DO0DO0OODOOOODOOOOODOOOOOOOODO0OOOODO0OOOO0O0000O0
oo

Aib. 1000000000000 00000000000000000000
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Electrum Documentation, 00 OO 3.3

Electrum 2.9.0 - TESTNET7 (st

© History | # Send £ Receive & (

Date Description

4. Replaceable
w  2017-07-24 13:08

Electrum 2.9.0 - TESTNET7 (st

© History | # Send £ Receive & (

Date Description

) 2017-07-26 11:00
« 2017-07-24 13:08

Aic. 0000000000 DDDDOO"RBF'DODOOD "Increase fee"0 0 0

Electrum 2.9.0 - TESTNET7 [standard]

¢ History | # Send £ Receive 3 Coins

Date Description

it Replaceable —
o Copy Description

2017-07-24 13:08
Edit Description
Details

Increase fee

l

View on block explorer

S5.000000000000O0O0O0O0O0O0OC0OCOOOOOO

6. 00000000000000000D00000 TXIDOOOODOOOOOOO0O0O
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8e96588e02e28e295af5198d0041e172638331dff58bb3c894fF9Ff4771804eaa

¥ 713ad99fdc@1155087
testnetnode.arihanc.com
electrum.akinbo.org *
h.hsmiths.com
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3eB85876ec2283d4abc10c3851009d020ac1c00c1ad89bf70c9226a6e6d92672a

¥:35a18489d0@1155087
testnet.hsmiths.com *

oooboooooooobooooboooooooooboobobooOooobooOoooobDoOooboboOoobooooon
oooooooooooboooboooooon

25 Torod0 OO Electrumd 0000

TorOOODO ElecromOO0O0O0000O0O000O0OOCO0O0OCOOOO0DOOOOO0ODOODOOODODODOOOO
0000000000000 000000000000Elecrum 0000000000000 O0O0O0OOO0OOO
coobooooooooboooobooooooOooOoOoobooOoboboOoOooooOoOoOoOoDOboOobobOboOooboOoOoOooon
0000000000000 00000000000.enion000000000000O0O0O0O0O0DOOOOOBO
oooooooooooon

oo0o0ooooo0o0oooooo0ooo0ol1oo000oooO000o0ooOo000oboO0O000boOO00UBo
000000000 oo000oo000oo0o00oo00000Eenion 0000000000 OOOO0OOO
oooo

251 J00000OwnionJOO0O0O0OO

goboobooobobooboooo
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http://electrumserv.noip.me/onionservers.txt
ooo0ooo0o0ooo0o0oooooooooooooo

danielcryptos @ gmail.com

2.5.2 LINUX

253 00000100000

o0o00oo0o00ooo0o00ooo0o00oooO0o0ooo0o0ooo0o00ooo0o0oooon0n
https://electrum.org/#download D 0 0 0 0000

Python 000000 download DO OO OO
goboobobooboobobooboooboboo

sudo apt-get install python-qt4 python-pip

00000000 Eleerum OO0 0000

tar -xvzf Electrum-2.*.* tar.gz

0000 EleeurmO0000000000O0OOOO

Jelectrum -1 -s electrums3lojbuj.onion:50001:t -p socks5:localhost:9050
goobogo

-l000000000000000OO0000oOO

-s00000000000000000.enion0000000000000C0O0O0O00DOO00O0OOOO0DODO0OO
ooooo

-p0 Tor 0000000000000 0O00O0O000000O000O00000000000O localhost 0000
ooooooooocooboooooooono

oooooooooooboooboooooooooooooooooonon
oooooooo
TorOOOOOOOOO 9150

D000 Tor(OOOOOOOOOO)O 950

25. ToroO OO ElectrumOOOonOnQO 49
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254 00000 2000000000000 TorooOOO

Electrum 00 0O0O0O0OQCO0ODOOCOOOOOO-1000
Jelectrum -s electrums3lojbuj.onion:50001:t -p socks5:localhost:9050

OO0 Electrum 0000000000000 0OO0OOO0OOOOOOOOOODOOOOODOOODODOOOOD
gpoooo

CAuto0 00000000000 O0ODOOOODODOOOODOO
electrums3lojbuj.onion

50001

000 SOCKSsOooooooooood

localhost

9150 or 9050

2.5.5 WINDOWS

256 00000 100D0DO0OOOOO

Electrum 0000000000000 OO0O0OOO0ODO https://electrum.org/#tdownload
oo ooobobbbbobobbobbobobboboddddouooooo

Windows 0000000000 Electrum 0000000 OOO O C:Program Files (x86)Electrum O Electrum O O
godoooooobooooooooobooobooooboooooooooooon

elecrumexe 0000000000000 OOOOOOCOOOO0O0O0O0O0O0OOOOOOOCOOOOOOOO00OO
gooo0oOoooooooooooogoooookOooooog

cobooooboboobooooooOooboOobocOoboOooboOobOoOoOoOooOoOoOOobOOobObOOobOOobOOoOooboOooOoOon
obobob00Ob0targetD 0000000 DOOOOOODOODOODODODOO

0000000000 (speechbubble) 00 000000000000 OO0O0OOCOCOOO0OOOOOOOO0O
ooopooooooooboooo

gooo0o0oood0ooo00ooOoU0OoOo0oU0OooU0U0ooo0UoDOoOO0U0ooOoOOO/OoODoOobOoOooDoOoOoo
googd

"C:Program Files (x86)Electrumelectrum.exe" -1 -s electrums3lojbuj.onion:50001:t -p socks5:localhost:9050

000000 OoOKOOOOODOOOOOOODOODOODOOAOd"electrumexe - Shortcut'C 000000000
Electrum-Tor OO0 O00000000O00O0O
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goopoooooKkOOoOoooooooooo

OO00D0OO00D0D0O00D00 ELectrumOO0O0OOO0O0O0OOO0O TorOOOOOOOOOODOOODOOO
gooogo

-l000000000DOC000Ooo0ooooooo

-s00000000000000000.enion00000000000000O0O0O00CDOO00O0OOOODOOOO
ooooo

-p0 Tor 0000000000000 0O00O0O0O0O0O0D0O0O0O0O00000000000OO localhost 0000
ooboboooooboooobooooooboooo

cobooOooooOoocoOobOoboOoobOooOoOoooOooOoOoOOoOoOOOoOoOoonon
oooooooo
TorOOOOOOOOO 9150

0000 To(OOODOOOOOODO)O 9050

257 00000 2
Windows 00 O0OO0COOCOCO Eleecrum OO0 DOODODO OO OO C:Program Files (x86)Electrum O Electrum O O
gbodooboooobooooboooobobooobooobouooobooooouoooon

electrumexe 00 0000000000000 O00O0O00000O00000DOO0O0O0OOOOOODOODOOO
OoOoooOoooooooooooooooookOOoOoooono

cooooobodoboobooooooO0obOoOobcOoboOoOO0bOOoOoOoOoOoOoOOobOObObOObOObOOOboOOODn
gbobobodbtarget 0000000 DOOOOOOOOOOODOODODOOO

0000000000 (speechbubble) 00 0000000000000 O0000O0O0O0O0OO0OOO0OOOOODO
oooooooooooboooo

ooooooooooooooooooOoOOCcOOObOO0o0o0ooooooooooO/00000O0OoO0oOoo0OoDo0O0
ooooo

"C:Program Files (x86)Electrumelectrum.exe" -s electrums3lojbuj.onion:50001:t -p socks5:localhost:9050

000000 OoOKOOOODODODOOOOOOD0OODOODOOAOd"electrumexe - Shortcut'D 000000000
Electrum-Tor OO0 O00O000000O0O0O

goooOooookKOOooooooooooo
000b0ob00o0ooboonog ELecerum D00 00000000 TorOOOODODODOODOODODODOOO

coooOooooOoocooboOoobOooOoOoooOooOoOobOOoOoOoOboOooDnon
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goboobod
TorOOOOOOOOO 9150
OO0OD0 Tor(OOOOOOOOOO)O 9050

OO0 Elecrum 000000000 0OOO0OOOOOOOOOOOOOOOODOOOOODOOODDOUODOOOD
0000 Awc0 000000 DO0ODO0ODOOOOO0ODOOOODOODOOn

electrums3lojbuj.onion

50001

000 SOCKSsOooooooooood
localhost

9150 or 9050

2.6 Verifying GPG signature of Electrum using Linux command line

This can be used to verify the authenticity of Electrum binaries/sources.

Download only from electrum.org and remember to check the gpg signature again every time you download a new

version

2.6.1 Obtain public GPG key for ThomasV

In a terminal enter (or copy):

gpg ——keyserver keys.gnupg.net —--recv-keys 6694DSDE7BESEES631BED9502BD5824B7F9470E6

You should be able to substitute any public GPG keyserver if keys.gnupg.net is (temporarily) not working

2.6.2 Download Electrum and signature file (asc)

Download the Python Electrum-<version>.tar.gz or AppImage file

Right click on the signature file and save it as well

2.6.3 Verify GPG signature

Run the following command from the same directory you saved the files replacing <electrum file> with the one actually

downloaded:
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gpg —--verify <electrum file>.asc <electrum file>

The message should say:

Good signature from "Thomas Voegtlin (https://electrum.org) <thomasv@electrum.org>

and

Primary key fingerprint: 6694 D8DE 7BE8 EE56 31BE D950 2BD5 824B 7F94 70E6

You can ignore this:

WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.

as it simply means you have not established a web of trust with other GPG users

2.6. Verifying GPG signature of Electrum using Linux command line 53
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For developers

3.1 PythonO OO OO

O0OO0O00 ELectrumO0000O0OCOOOCOOCODOODODOO GUIPythonOOOOOOoOoOooooooQ
OoOOooOoOoOoooooJSsoN00000ooooooooooooo pythonOOODOODODO

listunspent) 0000000000000 00O00000O00O0OO0O0ODOOOOOOOO

>> listunspent ()
[
{

"address": "12cmY5RHRgx8KkUKASDcDYRotget 9FNso3",
"index": O,
"raw_output_script": "76a91411bbdc6e3a27c44644d83£f783ca7df3bdc2778e688ac",
"tx_hash": "e7029df%ac8735b04e8e957d0ce73987b5c9c5e920ec4a445130cdecab54f096",
"value": 0.01

"address": "1GavSCND6TB7HUCNJSTEbHEmMCctNGeJwXE",

"index": O,

"raw_output_script": "76a914aaf437e25805£288141bfcdc27887ee5492bd13188ac",
"tx_hash": "b30edf57ca2a31560b5b6e8dfe567734eb9£7d3259bb334653276efe520735dE",
"value": 9.04735316

ooOoJSONODOOO0OO00000O000000000000000PythonO 000000 O0O0PythonOOOODO
oooooooooog

>> u = listunspent ()

>> u

[{'tx_hash': u'e7029df9ac8735b04e8e957d0ce73987b5c9c5e920ec4a445130cdeca654£096",
'index': 0, 'raw_output_script': '76a91411bbdc6e3a27c44644d83f783ca7df3bdc2778e688ac"',

'value': 0.01, 'address': 'l12cmY5RHRgx8KKUKASDcDYRotget9FNso3'}, {'tx_hash@OOUOOOODO)
—'b30edf57ca2a31560b5b6e8dfe567734eb9£7d3259bb334653276efe520735df"', 'index': 0, 'raw_
—output_script': '76a914aaf437e25805f288141bfcdc27887ee5492bd13188ac', 'value': 9.
04735316, 'address': 'l1GavSCND6TB7HUCNJISTELHEmMCctNGeJwXE '} ]
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(ooooooooo)

OOO0O0OOOElctrum 00000 PythonOOOOOOOOOODOOOOCOCOCOOOOOO0O0O0OOOOOODOODO
ooooooooo

>> map (lambda x:x.get ('address'), listunspent())
[
"12cmY5RHRgx8KkUKASDcDYRotget 9FNso3",
"1GavSCND6TB7HUCNJISTELHEMCctNGeJwXE "

]

coooooDooOoODOoOOODOOOO0OO0OO0OO0O00O0O000000000000000U0Olistunspent 0 dumpprivkeys
02000000000 0O0O0OOOOO:

>> dumpprivkeys ( map (lambda x:x.get ('address'), listunspent()) )

{
"12cmY5RHRgx8KkUKASDcDYRotget 9FNso3" :

R S S R S S R L e I TR e TR T LR L
"1GavSCND6TB7HUCNJISTELHEMCCctNGeJwXE" ¢

Mk ok kkkkhkkhkhkkkkhhhk Ak kkhhkhkkkkhkhkkkkkhkhkhkkkkkh kA xkkkkkxx "

}

OOOOCOOOOOOOOO0OOoOoOOOdumpprivkey 0 O0O0OO0O0O0O0OOOOOGUIOOOOO guiODOOOOO
OO00OD0C0OO0O0OO0OO0Oguishow_qreode 000000 COOCOO QRUODODOOOOODOOOOOOODODOO

gui.show_grcode (dumpprivkey (listunspent () [0] ['address']))

320000000

Simple Payment Verificationd SPVO OO0 0000000000000000000000SPVOOOOO0O0O0O
000000000000 00000000O0Monacon00000000000000O0O0O00OO0OOODOODO
OooooOooOoOoooooOooooooooSpvooOoOoOoOO0OOOOOCOOODOOOOOODOOOOOOOn
ooobooooooooboooooooooobo0ooDbOo0ooooooooObo0obDOooobooOoooooOoboOooD
cooooooSevoOOOODOODOOOOOOOOOOOOOOOOOOOODO

SPvOOOO0OO000O0000000D000000D000000000000WebOOOOOOOOOOOOOO
oboobooooon

O 0O 0O Bitcoin: A peer-to-peer Electronic Cash System
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3.3 ElectrumSeed D000 og

0000000000 Eleetrumd O00O0O0D0 2000000000000 Seed00O0O00O0ODOOOOOOODO
gooogo

3.3.1 00O

Electrum 000000000 Seed 000000000000 000OODOO000ODODOOOOOO200000
Electrum Seed 1 0 00000000000 O0O0OOOCOOOO0OOOOOOCOOOOOOOODOOCOOOOOO
ooooOoooooooboooooo

OoooooooooooooooooOoOOOCOOoOOoOoOoooooooooooooOoOoovuUTEsOODOOn
OSeedJ 00000000 OODOOODOODODOOODOODOOOOOOOCOOCOODOODOOODOOO

hmac_sha_512 ("Seed version", seed_phrase)

OO0OD0O0O00O0 Seed00O0O0O0OOODOOODODODOODOODOOOOOOOOOODDOSeedOODODODODO
gbobooooobooboobobobooooon

3.3.2 00O

OO0O00000 Eleetrum2.0000)0 SeedD 00 0O00O0OCOCOOO0O0O0ODOOCOCOOOODODOOOOOOODOO
goboobboobooboooboobooobooboobbooboboobobooboobbooboon
Electrum 0000 Seed D00 O0O0O0O0O0000O000OO0OO0OOOOODODOOOOOCOOOOOOOOOOOOO
opooo

BIP39 0 Electrum O 0000000000 OOBIP390 Seed 00 000000000000 0O00O0OO0DOO0OO
OOO0OCOOOOOO0OOO0OOoOoBIP3YOOO0O0O0O0 ElecrumSeed 10 000000O0O0O0O0O00O0O

- J0000DD00OO00DODO0OD0ODOOO00OODOOO0DOODOOOOBIP3YD0OOOOOODOOOOOD
oooooooooooooooooooooooooooooooBIP3SO00OOO0OO0OO0O0OOO0O0O0OO
ooooooooooobooooooooooooDbobo0oooo0ooooOooOooDOoOoOoDOoOooooOn
Oo0oooooooooBIP3YO0O0O0O0O0O0O00O0O0CO0O0O0OOOCOO0O0ODOOOOOODOOOO00O0
O00OO0O00OO0O0BIP39SeedD 00000000 OO0OOO0O0OO

* BIP39Seed D0 0O0O00OO0OOOO0O0DOODOOOOOODOCOOOOOOOOOOOODOOOOOOODODOO
OO0000o0o0oO00ooooOooooBIPA300000000000000 BIP320000000000
uoboooooobooooboooboooOoOooOooOoOoOboO0obooOo0oobooOoO0OoO0oOboO0OobOOoOoOooon
oboooooooboboboooocooobobobooOoboooooobobooOoboOooOobDOobOonn
oobooooooooobooobooooooooobooooooooooooooooooooooon
000000000000 00000000000000 Seed0000O0O0DOOOOOOOOOOOODO
oooooooooooboooooooooboooboooooooo
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OOOOOCOOO00OElecrum O BIP39Seed 000 0000000000000 2.0000Electrum 0000 Seed
gboboooooboobooboboboooooooooboDbo

Electrum2.0 0 UTFS OO0 000000000000 OO00O0O0 SeedO00O0O00O0O0OOOOOODOOOOO
O0000000000C0O00d Seed000000O0D0OOOCOOO0O0OOODODODOOOOODOOUOOODODO
00000 Seed000D000DODOOODOO0ODOO0ODOODOOOODOOOOOOUODOUODODODODOOOODOOOD
goboobobooboobobooboobooboo

333 0000000

00000000 Seed0 000000000000 O0OO0OO0ODOOOOOODOOOO4bit0DOO0OO0OOODO
ooooooooon

def version_number (seed_phrase) :
# normalize seed
normalized = prepare_seed(seed_phrase)
compute hash

= hmac_sha_512 ("Seed version", normalized)

#
h
# use hex encoding, because prefix length is a multiple of 4 bits
s = h.encode('hex")

# the length of the prefix is written on the fist 4 bits

# for example, the prefix '101' is of length 4+3 bits = 4% (1+2)
length = int(s[0]) + 2

# read the prefix

prefix = s[0:length]

# return version number

return hex (int (prefix, 16))

O0D000 (prepare_seed) 000 0D00OO0DO 100000000OC00O0OODO0OOOOODODOOOOODO
CJK OO (ClJKcharacters) DO OO OQd OO0

334 00000 0OOoOooOoo

00000000000 Elecrum Seed 00000000

Number | Type Description

0x01 Standard | P2PKH and Multisig P2SH wallets
0x100 Segwit Segwit: P2WPKH and P2WSH wallets
0x101 2FA Two-factor authenticated wallets

o0odooooooo/o00od0oo0ooO0o0o00DOo0o0oo0oDO0o0o0ooDo0oo0ooUooDoooDoon
O000000DOOo00DO00bOOo00DO0O00ooOOoOo0ooOoOOO0DOO here.
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3.3.5 Seed 0 [

SeedJO0OOO0O SeedJ0O0D0ODOODOOO0OCOOCOODCOOODOODODODOOOUOOUODODOODOOOO
O000000ooooooo0o0o00o0000oooooDoo0o00O0OdD nonce0 OO0 Seed0ODODODO
O000CO00DOCO000DOOO00D0DOO0O0D0O SeedO000DOOOOODOOOODOOODODmTDOOOD
gogboobobooboobboooboobboooboon

336 DoOoOoOoOoOon
Elecrum 0 000 BIP392048 0 0) 0 0000000000000 O0OD0ODOOOO SeedD 120000000
O0SeedD00DO0O0O 132bit000000000O0ODOOOOODO

BIP3O 00O OOoOooOoooooooo204800000000000000000DODOOODOOOOO0O00
00000 Seed000000O00O0OOO 116t00000000000OO0O2048=2711110

OO00000000000Seed0 0000000000000 DOOO0ODOOOOOOOOOOOOO SeeddDO
0000000000000 000000O0D0OO0D SeedO000C000U00O0DODDODOOODODOOUOOODODOO
2000 SeedDO0ODOOODODODODOOOONnDO Seed00000000000O0O0OODODODOBItOOOO

0000000000000 000000000000 Seed00O00 Seed00O0OD0O0O0O0OOOO0O0ODODOODO
oooboooooooobooooooooooboooboOo0oooooooobObooobobOoOooboOoooooOobOooD
ooooooooooooboooo

nd Seed0000000 bitODDODO0D0DODOmOODOO0ODOO0OODOO0OODO0ODOOOOLItOODO
000D 0O Om=log2(stretching_iterations) D k 0 0 0 000000000 OODOOOOODOOODOOO

00000000000000 SeedD0OO0DO0 p=2°k

00 Seed 0000D0O0O000000000O0O0O0 p* (142°m) + (1-p)*1 = 1 + 2A(m-k)
0000000000 2%n* (1 +24m-k))

000 2*m+m-kO0002M0000000000000

Electrum 00 000000000000 2M(132+11-8)=2735000000000 Electrum Seed D000 0O
OoOoOD 13shit0000000o00o0o0oo0ooogoo

3.4 Electrum O 0000 ogng

(NOTE: 00 0000000000000 000000oO00oO0 o.10000000oo0oooooOoooOoOoOoooO
0000 https://electrumx.readthedocs.io/en/latest/protocol.html )

Stratum 0 Monacom O OO0 O000000O ElectrumOO00000O0O0O0OOOOOOOOOOO MonacoinOOO0O
Ooo0o0oooooooo
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Straum OO0 OO0 00 JSON-RPC2000000000MMOO0O000000C0OOjsonrpc000000000O0O
gbobooooooooboobodOnb0O0bO0obO0ObO0ObObO0On

341 00000

Typical request looks like this:

gopbodoboobobooboobbooo

{ "id": 0, "method":"some.stratum.method", "params": [] }

-id0 000000 0ODODOO0ODOOODOOOOIDOOODOO
- 00000DO0OLO0O0UDOOOODODOODOOOD
e params 0 0 0 O O O ["Imyfirstaddress"0 "Imysecondaddress"] "landonemoreaddress"]

oo« 00ooooooo

{ "id": 0, "result": "616be06545e5dd7daec52338858b6674d29ee6234££1d50120£060£79630543c¢

;}H}

-id000000000O0DOD0O00DOOD0O00DO0ODOD0O00OOO0O0ODOO00O0ODOO00DODOOO0OD
ooooocooooono

e result can be:
e JO0OD0OOOOOOOOO
— null

Ai-00000D000000A4-0000000

{ "nonce": 1122273605, "timestamp": 1407651121, "wversion": 2, "bits":
—406305378 }

Ai-0000000000

[ { "tx_hash:
"b87bcd42725143£37558a00b41a664786d9e991ba89d43a53844ed7b3752545d4£f",
"height": 314847 }, { "tx_hash":
"616be06545e5dd7daec52338858b6674d29ee6234££1d50120£060£79630543c",
"height": 314853 } ]
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gooo

3.4.2 server.version

oobooooooooboooooooooooOooboo0oOoooOoOooooOOoO0OobOOo0oOoboOoOooooOoboOoon
obooooobobooboooooobooboOoocobooboobooooooOoboobOoOobOOobOOobOboOooooOon
oooooooooooboooobooobooooooooooooooboooooond

0000o0000ooO00DOo0o0ooooooooOoooDoooool00DO

request:

{ "id": 0, "method": "server.version", "params": [ "1.9.5", "0.6" ] }
response.

{ "id": 0, "result": "0.8" }

3.4.3 server.banner

request:

{ "id": 1, "method": "server.banner", "params": [] }

3.4.4 server.donation_address

3.4.5 server.peers.subscribe

o00od0o0o0DOOO00O0o0bOO00ooO0dOoo0ooO00ooO0DOoU0ooOO00oOodDOOo0oDOOoOooOOOooOD IRCOD
0 0O O #electrum at freenode.net0 0O 00 0 0000000000000 00O000O00O0O00OO00O0O0OO0OOO
O000oooo0ooooooootplooy,"plooo0" 000000 DOOOODOOOOODOOOODOODOOODOOD
0000000000000 00000000000 0000000000 ""=tp@50001,"h"=http@8081, "s"
= tcp/tls@50002, "g" =https@8082; 00 00D 00O OOODOOODOODODO: "t3300" for tcp on port 33000 0 O O
gogoo

coooocooooooooooooboooobOoOobOoOo0oOoOboOobOOOoOobOOo0OobObOOobOOoOoOoDboOonon
ooooooooboooobooooooboooo

request:

{ "id": 3, "method":

"server.peers.subscribe", "params": [] }<br/>
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response.

{ "id": 3, "result": [ [ "83.212.111.114",
"electrum.stepkrav.pw", [ "v0.9", "plO00", "t", "h", "s",
"g" 1 1, [ "23.94.27.149", "ultra-feather.net", [ "v0.9",
"pl0000", "t", "h", "s", "g" ] ], [ "88.198.241.196",
"electrum.be", [ "v0.9", "plOOOO", "t", "h", "s", "g" ] ] 1

}

3.4.6 blockchain.numblocks.subscribe

goobooboooboobooobooboobobooboobbooboobboboboobboobba

request:

{ "id": 5, "method":

"blockchain.numblocks.subscribe", "params": [] }

response.

{ "id": 5, "result": 316024 }

message:

{ "id": null, "method":
"blockchain.numblocks.subscribe", "params": 316024 }

3.4.7 blockchain.headers.subscribe

oobobooooooooboooboooooooooboooooooooooooooooooOooonn

request:

{ "id": 5, "method":

"blockchain.headers.subscribe", "params": [] }
response:
{ "id": 5, "result": { "nonce":

3355909169, "prev_block hash":
"00000000000000002b3ef284c2c754abbebabcd0ale31a974f966d8a2b4d5206",
"timestamp": 1408252887, "merkle_root":
"6d979a3d8d0£f8757ed96adcd4781b9707cc192824e398679833abcb2afdf8d73",
"block_height": 316023, "utxo_root":

(ooooooo)
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(ooooooooon)

"4220al1a3ed99d2621c397¢c742e81c95be054c81078d7eeb34736e2cdd7506a03",
"version": 2, "bits": 406305378 } }

message.

{ "id": null, "method":

"blockchain.headers.subscribe", "params": [ { "nonce":

881881510, "prev_block hash":
"00000000000000001ba892b1717690900ae476857120a78£fb50825f8b67a42d4™",
"timestamp": 1408255430, "merkle_root":
"8e92bdbflc5c5810b5942fc290c6c52¢c586£f091b279ea79d4e21460e138023839",
"block_height": 316024, "utxo_root":
"060£780c0dd07c4289%aaaa2ef24723£73380095b31d60795e1308170ec742ffb",
"version": 2, "bits": 406305378 } ] }

3.4.8 blockchain.address.subscribe

coobOooooOooooboOoooOooOoOoOoOoOooOoOobOOoO0OobOOoOoOoOoOoOoOoOobOOoOoOobOboOoOobDOoOoOooon
oooboooooooboooooooooo0oobbo0ooooooooOobooobDooooboboooobDoOoooooD
00000000000 mull OO0

request:

{ "id": 6, "method":"blockchain.address.subscribe", "params": [
—"1NS17iag9jJgTHD1VXjvLCENZuQ3rJDEIL"] }

response.:

{ "id": 6, "result":"b87bc42725143£37558a0b41a664786d9e991ba89d43a53844ed7b3752545d4£f" |

1}

message.:

{ "id": null, "method":"blockchain.address.subscribe", "params": [
—"INS171ag9jJgTHD1VXjvLCEnZuQ3rJDEIL",
—"690ce08a148447f482eb3a74d714f30a6d4fe06a918a0893d823fd4acaddf580"]}

3.4.9 blockchain.address.get_history

coobooooooooboooobooooooOooOoOoobooOoboboOoOooooOoOoOoOoDOboOobobOboOooboOoOoOooon
oooo

request:
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{"id": 1, "method": "blockchain.address.get_history", "params": [
—"1NS17iag9jJgTHD1VX jvLCENZuQ3rJDEIL"] }

response:

{"id": 1, "result": [{"tx_hash":
—"ac9cd2f02ac3423b022e86708b66aa456a7c863b9730f7cebbc24066031fdced", "height": 340235}
<, {"tx_hash": "c4a86b1324f0a1217c80829e9209900bc1862beb23e618f1bedd404145baabef3",
—"height": 340237}]}

{"jsonrpec": "2.0", "id": 1, "result": [{"tx_hash":

—"16c2976eccd2b6fc937d24a3a9£3477b88al8b2c0cdbe58c40ee774b5291a0fe"”, "height": 0, "fee
—": 225}1}

3.4.10 blockchain.address.get_mempool

3.4.11 blockchain.address.get_balance

request:

{ "id": 1, "method":"blockchain.address.get_balance", "params": [
—"INS171ag9jJgTHD1VXjvLCEnZuQ3rJDESL"] }

response:

{"id": 1, "result": {"confirmed": 533506535, "unconfirmed": 27060000}}

3.4.12 blockchain.address.get_proof

3.4.13 blockchain.address.listunspent

request:

{ "id": 1, "method":
"blockchain.address.listunspent", "params":
["INS171ag9jJgTHD1VXjvLCEnZuQ3rJDESL"] }<br/>

response:

{"id": 1, "result": [{"tx_hash":
"561534ec392fa8eebf57790233232f7f7df5fd5179¢c3¢c640d84378ee6274686b",
"tx_pos": 0, "value": 24990000, "height": 340242},

gooogoooo)
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(ooooooooon)

{"tx _hash":"620238ab%0af02713f3aef314£68c1d695bbc2e9652b38c31c025d58ec3ba%68",
"tx_pos": 1, "wvalue": 19890000, "height": 340242}]}

3.4.14 blockchain.utxo.get_address
3.4.15 blockchain.block.get_header
3.4.16 blockchain.block.get_chunk

3.4.17 blockchain.transaction.broadcast

oo0000000oooo00o00O0le0l00OnOOOOO0O0000O0DOODOOO0O00OODODODO d
oooboooooboooobooobooooooboooobooooooboooboooo

request:

{ "id": 1, "method":

"blockchain.transaction.broadcast", "params":

—"0100000002£327e86da3e66bd20e1129b1£fb36d07056£009a117199e759396526b8£3a20780000000000f
=" }<br/>

response.

{"id": 1, "result": "561534ec392faB8eebf57790233232f7£7df5fd5179c3c640d84378ee6274686b"}

3.4.18 blockchain.transaction.get_merkle

blockchain.transaction.get_merkle [$txid, $txHeight]

3.4.19 blockchain.transaction.get

00000 xidO0OOOOOOOOOO0OO016e000000000000000000O0DOOOOOO0OODOOD
oooboooooboooobooooboooo

request:

{ "id": 17, "method":"blockchain.transaction.get", "params": [
"0e3e2357e806b6cdblf70b54c3a3al7b6714eelf0e68bebbd4d4a’74blefd512098"
1}
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response.

{ "id": 17, "result":

—"01000000010000000000000000000000000000000000000000000000000000000000000000E£E££££££070
;}"}

error.

{ "id": 17, "error": "{ u'message': u'No information available about transaction', u
—~'code': -5 }" }

3.4.20 blockchain.estimatefee

OOO00O0O00000000000o0o0ooo0ooooooooooD kbyteJ OOOOOO0O0O0O0O0O0O0O0OO
ooooooo0o0ooo0ooooo0ooooooobooooboOOo-10000000

Parameter: 0 0 000000000000 O0O0OOOOOOOOOOOOO

request:

{ "id": 17, "method": "blockchain.estimatefee", "params": [ 6 ] }

response.

{ "id": 17, "result": 0.00026809 }
{ "id": 17, "result": 1.169e-05 }

error:

{ "id": 17, "result": -1 }

googd

* https://docs.google.com/a/palatinus.cz/document/d/17zHy 1SUlhgtCMbypO8cHgpWH73V5iUQKk _
0rWvMgSNs/edit?hl=en_US" Slush O Stratum OO0 00000000000

* http://mining.bitcoin.cz/stratum-mining

Staum 0000000000
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35 00000000000000000000000000000O0O0
Electrum2.0 0000 000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000

00000000000 D0O0O000ODoOOOpubkeyDOOODODOOOOOOOODOOOODODOODDOO

351 00000

pubkey OO0 O0OOOOOOOOODOO0OOOOODOOOODOOODDOO
« 0x02,0x03,0x040 000 Monacoin D 0D 000000000 0OOOO
e OxFF, OxFE, OxFDO O OO QOO
0doooooo 300o0o0ooag
« OxFF: bip32 00000000 OOOOOO
e OxFE:Electrum OO0 000000 0DO0D0DO0OOOOODOOO +000000O0O

« OxFD: 00000000 Monacon O OO DOOOOOOOOOOOOOOO

3.5.2 000

OO0 Monacoin 0000000000000 O0OOOODOOODODO

0x02 or 0x03 | compressed public key (32 bytes)

0x04 uncompressed public key (64 bytes)

3.53 BIP320 000000

’ OxFF ‘ xpub (78 bytes) | bip32 derivation (2*¥k bytes)

3.5.4 Electrum 0000 O0Q0QoQoooQgag

’ OxFE ‘ mpk (64 bytes) | derivation (4 bytes)
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3.5.5 MonacoinO O 0 O

OOoOoOO0OO0O0O0O0O00O000000O0 hash1600OOO0OO0OO0OO0OO0OOODOOODOOODOOOOOOOOOOOO
oooooooooooboooobooooDo

| OXFD | hash_160_of_script (20 bytes)
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